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apexanalytix’s cyber unit is a London-based
“Continuous Supplier Cyber Threat and
Exposure Management Capability”.

The team contains a mix of ex government,
military and ex procurement technology
experts.

The team delivers a powerful capability at
speed, scale, scope and underpinned by the
highest levels of service.



r us all

Cyberattacks and data breaches are the
top threat to supply chains.

*Business Continuity Institute research
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“risk is a business risk

@ SPACEX

A supplier's breach cost Toyota 13,000 * A supplier's breach allegedly exposed

cars on the production line - 5% of their ‘certified’ designs of SpaceX rocket parts -
monthly productivity and the criminals threated to sell them

< Intelligence Record
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of the web

Surface Web

Google, Amazon, Twitter, Wikipedia etc.

Deep Web

Legal Doc, medical & financial records,

corporate resources, academic databases, (1)
cloud storage 90 /0

Dark Web An anonymous realm where untraceable activities
Political journalism, private discussion, take place for both good and bad.
hard to find books & films, drugs, porn,
hacking, darknet markets (4)
6%
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/eb is a place which offers anonymity

An anonymous part of the internet where criminals can sell your data safely - HIGH RISK ENVIRONMENT!
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'ber threats, methods and motivations

The Mule The Insider The Criminal / Gang The Nation State
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Initial Access
Broker

Obtain initial
access to
organisations.

Monetise
networks by
selling them to any
actor
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Ransomware
Affiliate

Persistence /
Reconnaissance

Lateral movement

Privilege
escalation

Ransomware
deployment

Data Manager Ransomware
Operator
Supply data Supply
exfiltration ransomware
infrastructure and infrastructure and
software software

Exfiltrate data
from victim
organisation

Publish exfiltrated
data

hly organised

Negotiator Chaser

Negotiate with
victim organisation

Put pressure on
victim
organisations by
threatening with

continuous attacks

and leaking stolen
data

Accountant

Launder ransom

payment
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is cyber risk?

AN

RISK
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n attack works

Fortune Inc. Eﬁ

pN Supplier 2

Procurement Team o

Malware Protection \\\ A
Active Firewall -
Effective Policies

Security Awareness
Training

ANENRNRN

Supplier 3
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CyberPro
Fraud Detect

Uncover weak points within a company’s digital security systems that could impact
your supplier ecosystem.

e Breached and exposed email addresses e Website security errors
e Blacklisted email servers e Open/Closed data ports
e Insecure cloud storage e Domain reputation and infringements

Continuously monitor suppliers’ cyber risk aligned to the MITRE ATT&CK framework.

e 31-point test organized into 7 categories of risk: Exposure, Connections, Privacy,
HTTP(S), DNS, Blacklist, Audit, and Ports

e Scores are automatically populated based on pre-configured risk tolerance
thresholds and can be easily updated to company requirements.

Get ahead of cyber incidents with real-time updates on active data breaches
affecting your suppliers.

e Dark web scanning and threat monitoring for an entire supplier ecosystem
e Risk-adjusted alert system that notifies your team when it matters most

apexanalytix.
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* Casino

* Retailer

13

© 2023 APEX Analytix, LLC

J/ h 1 © 2024 APEX Analytix, LLC



Breached Credentials - Ransom Sequence

SUPPLIER 1 provides HR resources, guidance, and support ....... As a leading global ..... we bring together
personalized program solutions, expansive global reach, innovative technology, and an unmatched supply chain to
transform businesses of any size and empower talent moving to their next opportunity.
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Stealer Log - Business Email Compromise Sequence

Stealer Log is a collection of data that is extracted from a victims device - they can include key strokes,
passwords, credentials etc... and are valuable to criminals.

Supplier 2 is an American multinational data analytics and risk assessment firm

B h ial
reached credentials Breach January

Mo of Breaches - Vesilied Heasom Breached credentials details
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IdentityNow is a Identity Security solution that provides a
centralised way to see and control every user's access to
= resources




Awareness - U

How procurement teams
should also aware of the
environment they work

in.
Don’t drop your guard.

Not just a computer
connection.
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