
Security for apexanalytix  
firststrike Applications
Comprehensive Protections for  
Your Most Sensitive Data
apexanalytix firststrike applications save companies billions, every year, by identifying duplicate 
payments, overpayments, missed credits and fraud. When you adopt our software, you can trust that 
we’ve incorporated the most rigorous countermeasures and controls—supporting your enterprise security 
strategy and protecting firststrike data from unauthorized access.

DATA TRANSFER SECURITY
Data exchange between the firststrike 
application and your SQL Server 
database is encrypted using a 2048‑bit 
SSL certificate. firststrike also can import 
or export data as a PGP encrypted file. 

AUDIT LOG
Each application in our firststrike 
family incorporates comprehensive 
audit features, including a log of both 
successful and failed login attempts. 
Other use activities are captured as 
well, including data imported, data 
exported and reports accessed. Audited 
transactions can be logged into tables for 
easy review.

DATA ENCRYPTION
firststrike encrypts personally identifiable 
information and other sensitive data 
fields, including bank account numbers, 
personal identification numbers, VAT 
and other tax identification numbers and 
supplier registration numbers.

ACCESS RESTRICTIONS
Active Directory capabilities allow you to 
establish global rules governing access 
to the firststrike database by user role. 
You can enforce security policies for 
password changes, enable or disable 
access by certain groups of users, and 
even restrict the search or selection of 
specific data fields.
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